SYLLABUS – 267101 
Semester 1 / 2026
INTRODUCTION TO INFORMATION SYSTEMS AND CYBERSECURITY ENGINEERING
	Instructor
	Dr. Kenneth Cosh
	
	

	Office
	Dept of Comp Eng, 30th year anniversary bld.
	E-mail
	drkencosh@gmail.com

	Lecture Hours
	Mon/Thurs – 9:30-11:00
	
	


Description:

Introduction to Information Systems for Information Systems and Cybersecurity Engineering, Introduction to Computer Hardware for Information Systems and Cybersecurity Engineering, Introduction to Computer Software for Information Systems and Cybersecurity Engineering, Introduction to Computer Networks for Information Systems and Cybersecurity Engineering, Introduction to Database System for Information Systems and Cybersecurity Engineering

Evaluation (First Half): 
Midterm examination

30 % 
Assignments


20 %

Course Schedule:

	Week
	Topic
	

	1
	Fundamental Concepts

· What are Information Systems?
· What is Information?

· What is a System?

· What is Information Technology?

· Information System Resources

· The Importance of Information Systems


	

	2
	Digitisation

· Introducing Binary

· Introduction to Encoding
· Encoding Objectives

· Huffman Coding


	

	3 
	Communication Networks & Internet Evolution
· Important Computing Laws
· The Evolution of Communication

· Telecommunication Systems

· Protocols

· Cables

· Network Topologies

· Web 1.0, 2.0, 3.0


	Rethinking Copyright, Authorship, Identity, Ethics, Aesthetics, Rhetorics, Governance, Privacy, Commerce, Love, Family, Ourselves in the Social Network & Age of AI.

	4
	Hardware
· Hardware

· Evolution of Input Devices

· Evolution of Output Devices

· Interfaces and Interaction Styles

· The System Unit

· The Future of ICT


	

	5
	Software
· What is Software?

· Application Software

· System Software

· Programming Languages

· Problem Solving


	

	6
	The Movie Project

	

	7
	Data
· Characteristics of Good Data

· File Processing Systems

· Database Management Systems


	

	8
	Systems Engineering

· Software Development Lifecycle (SDLC)

· The Waterfall Model

· Evolutionary Development

· Incremental Development

· Reuse Based Development

· The Requirements Process

· Software Development
	


Assignments:

Students must submit all assignments by midnight on the due date to avoid penalty of 5% per day. No submission will be accepted after 2 weeks. Extensions on assignments will be allowed for appropriate reasons.
Plagiarism:

Plagiarism is academic dishonesty and totally unacceptable. Using other people’s ideas or words requires acknowledgement.  No work will be graded if failing to do so. To avoid plagiarism, the source/author must be given credit where required.
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